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Executive Summary  

The objective of this report is to provide the final version of the CITADEL ecosystem taking as 
basis the use cases descriptions and the requirements for the tools and services developed as 
part of the CITADEL Ecosystem, as well as the initial and intermediate versions of the CITADEL 
ecosystem architecture described in WD 4.1, D4.3 and WD4.2. CITADEL Ecosystem, developed 
in the context of WP4-ICT Enablers to transform, comprises the CITADEL services implemented 
(KR2, KR4, KR5, KR6 and KR7) and their integration in the CITADEL ecosystem (KR8). This 
platform, along with other results from the other work packages, will be validated in the case 
studies defined in WP5. 

This document includes the main functional components of the CITADEL Ecosystem generic 
architecture. Based on the description of the processes [1], the functional and non-functional 
requirements and the description of the use cases, the updated versions of the detailed design 
for each of the components of the CITADEL Ecosystem is presented in this deliverable. This 
detailed design covers aspects such as main functionalities, dynamic and structural design and 
interfaces for each component.  

The main results of this document consist of the generic architecture of the CITADEL Ecosystem 
and the detailed design of each component of this architecture.  

The conclusions obtained from this document served as a starting point for the final CITADEL 
Ecosystem prototype.  

http://www.citadel-h2020.eu/
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1 Introduction  

This deliverable contains the architectural design for the CITADEL Ecosystem architecture. We 
focus on three main elements of the ecosystem: 

¶ Actors that may be either individuals or organizations. Depending on their activities in 
the ecosystem, they can have different roles. 

¶ Components that may either implement services built on the top of the platform or act 
as platforms/frameworks to support services.  

¶ The ability of the platform to incorporate different elements and the interaction and 
interoperability of the elements as characteristics of the platform. 

The first part of the document provides an overview of the best practices and guidelines to drive 
throughout the prototype implementation of the architecture described in the document. This 
includes the description of the design method, architecture standards, design patterns for 
service/component-oriented architectures as well as άprivacy by designέ oriented approaches. 
Based on the requirements definition, consolidated summaries of the use case needs as well as 
actors and their roles in the context of the CITADEL ecosystem are included. The second part of 
the deliverable provides the detailed architectural and technical profiles of each component and 
describes, by specific tool choices, how these components support the CITADEL defined 
processes. In this part, main functionalities, structural and behavioural views, interface and 
interaction models for each component are presented using architectural models. This part also 
details on the technical specifications such as supported programming languages, input/output 
aspects, dependencies, support for deployment platforms, web services, etc. The technical 
profiles of the components and related tool will serve as guidelines throughout the integration 
analysis process and allow advancing in setting up the prototype environment.  
Based on the architectural specifications of each component, the general ecosystem 
architecture is derived to guide the CITADEL ecosystem prototype implementation phase. 

1.1 About this deliverable  

Task 4.3, enǘƛǘƭŜŘ ά/L¢!59[ ŜŎƻǎȅǎǘŜƳ ŀǊŎƘƛǘŜŎǘǳǊŜέ ƛƴǾƻƭǾŜǎ /L¢!59[ ǇŀǊǘƴŜǊǎ La9/Σ ¢9/b![L! 
and FINCONS S.P.A. in definition and further fine-tuning the CITADEL platform design. This task 
also includes the requirements analysis based on the refined use cases described in the 
deliverable D5.1 [2], the components and tools choice described in the working deliverable 
WD4.1 [3] and D4.3 [4], the generic processes and functionalities described both in WD4.1 [3] 
and D4.2 [5]. 

This document details how the Consortium partners reflected on the design and fine-tunes the 
different descriptions of the proposed ecosystem architecture. This delineation and fine-tuning 
were based on the chosen components that support the defined key processes, as well as the 
four use cases, which in turn will provide data to feed activities and tasks in other related WPs. 

1.2 Document structure  

This document is structured as follows. After a concise description of our approach taken (best 
practices, design patterns, modelling language described in section 2.2), section 3 describes, for 
each subsystem of the CITADEL ecosystem, the detailed architectural aspects based on the 
design implications of the chosen components and tools described in WD4.1 [3] and D4.3 [4]. 
After iterative refinement of details and implications per each individual component as well as 
tool selected for its implementation and key process supported, a generic architectural design 
was derived (section 2). This document ends with a short summary and conclusion.  

http://www.citadel-h2020.eu/
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2 CITADEL Ecosystem generic architecture  

2.1 CITADEL Ecosystem generic architecture  

The main objective of the CITADEL ecosystem is to provide the tools and services required to 
fulfil the functional and non-functional requirements defined in WD 4.1 [3] and extended in D4.1 
[6] and D4.3 [4]. These tools and services will support the CITADEL apprƻŀŎƘ όάǳƴŘŜǊǎǘŀƴŘ ǘƻ 
ǘǊŀƴǎŦƻǊƳέ ŀƴŘ άŎƻ-ŎǊŜŀǘŜ ǘƻ ǘǊŀƴǎŦƻǊƳέύΦ 

The initial set of functional and non-functional requirements of the CITADEL ecosystem was 
defined in WD 4.1 and extended in D4.1. For that purpose, the first step was to identify the set 
of processes that a user could perform while using a tool or a service in the CITADEL ecosystem. 
Then, the main functionalities needed to support the identified processes were derived (along 
with their requirements). The CITADEL ecosystem and related processes and functionalities are 
described in WD4.1 [3], D4.2 [5] and D4.3 [4]. 

After some discussions and information gathering from the use cases the components for the 
CITADEL ecosystem were defined: 

Á Intelligent discovery of public services: This component will personalize the public 
services search based on the available information of the citizens.  

Á Digital Maturity Assessment (DIGIMAT): This component will assess the digital maturity 
of a PAs based on a Digital Maturity Assessment ideal model, defined in WP2. This 
component will provide to the PA the result of the assessment and a set of 
recommendations to improve its digital maturity. 

Á Co-creation methodology supporting tool: This component will support the 
personalization of the CITADEL co-creation methodology and the guidance through it, 
based on the specificities of the PA (local, regional, and national) and its needs.  

Á KPI report generation: The KPI report generation component will provide the following 
functionalities: 

Á Harvesting, curation and fusion of different data sources from which create the 
relevant KPI trends and reports with respect to the usage of the public digital 
services. 

Á Creation and visualization of the relevant KPI trends and generation of the 
corresponding reports. 

Á User assessment (Ranking +NLP): This component will provide the PA the functionality 
of getting ǳǎŜǊǎΩ assessment for a certain digital service. This component will also 
support the analysis of the opinions on the users of the digital services through, for 
example, the processing of positive/negative comments in social media. 

Á CITADEL Innovation Platform. This platform is a tool that supports the management of 
some themes proposed by Public Administrations through a co-creation process, 
providing a virtual space where  the social actors (such as PAs, citizens and NGO 
organizations) can collaborate proposing ideas, commenting and discussing other  ideas, 
expressing their appreciation for ideas.. In the next phase the ideas are related to 
solution proposals processed by business players (such as SMEs and Academia) and 
discussed among all stakeholders system. 

http://www.citadel-h2020.eu/
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Á Security Management: this component will provide the access management 
mechanisms for the ecosystem (and the components and tools) as well as 
anonymization, encryption and other security functionalities to preserve sensitive data 
in the ecosystem. 

On the basis of the considerations listed above, the components included in the CITADEL 
ecosystem, from an architectural point of view, can be classified into two different categories: 

¶ Components to be integrated in the PAs systems (orange in Figure 1): being the main 
user of these components the citizen instead of the PA servants, their UIs needs to be 
integrated into the PA on-line system that will use their back ends. These components 
are the Intelligent discovery of public services and the User assessment (composed of 
User assessment and user rating).  

¶ Standalone components that will be used by the PAs and in the case of Co-creation 
methodology also by the citizens (blue in Figure 1). These components are: DIGIMAT, 
KPI report generation, Security Management, Co-creation methodology supporting tool 
and CIP 

The CITADEL Ecosystem, besides the ICT enablers mentioned above, is composed to a set of 
components that implement/simulate an environment like the one that will be present in the 
administrations.  These components are group as CITADEL Ecosystem framework and provide  
the following functionalities: 

¶ Specification of the infrastructure required to compile (if required) and run the ICT 
enablers and the components of the ecosystem framework 

¶ Integrated access domain and port 

¶ Secured communication through SSL certificate 

¶ Directory services for central authentication and authorization 

¶ Monitoring capabilities of the running services 

¶ Single sign on capabilities 

Figure 1 shows all the components accessible through the CITADEL Ecosystem and the 
components that composes the CITADEL Ecosystem Framework.   
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Figure 1. CITADEL ecosystems generic architecture component diagram. 

The following tables report the relationship between these CITADEL ecosystem components 
with the processes and the functionalities. 

Table 1. Processes vs. components. 
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Process 1: 
Discovery of the 
public services 

X     X 

Process 2: Collect 
information from 
Non-Users 

  X   X 

Process 3: Analyse 
the information (Big 
Data Analysis) 

X X X X X  

Process 4: Generate 
recommendations 
for transforming 
public services 

 X X X  X 

Process 5: Generate 
KPI Reports 

  X   X 
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Process 6: Provide 
Feedback from 
Users (Assessment) 

   X  X 

Process 7: Co-
create Digital public 
services. 

    X X 

 

Table 2. Functionalities vs. components. 
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Security 
Management 

     X 

Recommendations 
report generation 

 X X X  X 

Digital maturity 
assessment 

 X     

Digital Public 
service 
management 

X   X   

Legislation 
management 

 X X   X 

Data Analysis X X X X X  

KPI report 
generation  

  X    

CITADEL 
management 
console 

X X X X X X 

Co-creation      X  

Data bases X X X X X X 

UI X X X X X X 

http://www.citadel-h2020.eu/


D4.4 ς Final CITADEL Ecosystem Architecture                              Version 1.0 ς Final. Date: 31.03.2019 

Project Title: CITADEL  Contract No. GA 726755 

www.citadel-h2020.eu  Page 15 of 107 
 

F
u
n
c
ti
o

n
a

lit
ie

s

/C
o
m

p
o

n
e

n
ts 

In
te

lli
g

e
n
t 

d
is

c
o
v
e
ry
  

D
IG

IM
A

T 

K
P

I 
g

e
n
e
ra

ti
o
n 

U
s
er

 
a
s
s
e
s
sm

e
n
t 

C
o-

c
re

a
ti
o
n
 

m
e

th
o
d
o
lo

g
y
 

s
u
p
p
o
rt

in
g

 

to
o
l 
&

C
IP

 

S
e
c
u
ri
ty

 

m
a

n
a
g

e
m

e
n
t 

Business models X X X X X X 

 

2.2 Design patterns and best practic es 

CITADEL design patterns and best practices must consider both the overall objectives of the 
project, as well as its operational procedures. 

Indeed, the overall objective mandate for design patterns that maximise the reusability and 
integrability of CITADEL software components and minimize the effort to use and maintain 
them. At the same time, CITADEL has adopted the DevOps, or Continuous Integration (CI), 
approach as an operational procedure [5]. Therefore, the adoption of the Service Oriented 
Architecture (SOA) paradigm in designing and developing the CITADEL software components is 
the way, as detailed below, to, respectively, maximise and minimize the indicated elements. 

Service Oriented Architecture (SOA) is an architectural approach based on orchestrating loosely 
coupled, coarse-grained, and autonomous components (services). Each service is characterised 
by having a well-defined interface (often formalised in a service specification, for example in 
WSDL), well defined endpoints through which its services can be accessed, and input and output 
messages. An end-point is theoretically a Universal Resource Identifier (URI) and often a URL. 
Messages, instead, can have different forms, spanning from HTTP methods (e.g., GET, POST), to 
SOAP messages, JMS ones, or even SMTP emails. 

Designing SOA complaint systems is not an easy task, having to face not only issues related to 
ǘƘŜ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ǘƻ ōŜ ƛƳǇƭŜƳŜƴǘŜŘΣ ǎŜǊǾƛŎŜΩǎ !tL ŘŜǎƛƎƴΣ ŜǘŎΦΣ ōǳǘ ŀƭǎƻ ƛǎǎǳŜǎ ƭƛƪŜΥ ǎŜǊǾƛŎŜ 
availability, accountability, scalability, etc. The use of patterns (best practices) and antipatterns 
(lessons learned) is recommended to help face these issues while designing SOA compliant 
systems. To this purpose, CITADEL will take into account SOA patterns as indicated in literature 
[7] [8]. 

In the CITADEL ecosystem, also stakeholders not directly related to the PA are important with a 
particular reference to the citizens. 

For this reason, CITADEL has to be able to foster the provision of services on devices and 
software tools that are widely used by its stakeholders. This requirement implies that CITADEL 
has not only to comply with the SOA guidelines but has to provide its functionalities using HTTP 
protocol and web technologies. Therefore, CITADEL has to comply with RESTful SOA guidelines 
[9] [10] exposing its functionalities as REST resources identified via URIs/URLs and exchanging 
data using suitable media types (typically structuring the data using JSON syntax). 

The DevOps approach suggests the adoption of a microservices based development approach. 
The microservices architecture ƛǎ ŀ {h! ōŀǎŜŘ ŀǇǇǊƻŀŎƘ ǿƘŜǊŜ ǎȅǎǘŜƳΩǎ ŦŜŀǘǳǊŜǎ ŀǊŜ ǇǊƻǾƛŘŜŘ 
by minimal independent services, each running in its own process and communicating via 
lightweight mechanisms. This development approach makes possible to better streamline the 
development and deployment activities, and improves, on the production side, the use of 
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resources and system scalability, in particular if combined with containerization technologies 
[11]. 

At last, but non-secondary, element to take in account is the security and privacy management. 
The CITADEL ecosystem has to not only manage information whose reliability and availability 
constitute critical aspects, but also the confidential or personal information by the CITADEL 
components design that must consider the security-by-design and privacy-by-design [12] 
guidelines. These guidelines are also strongly recommended by regulatory entities like the EU 
Article 29 Data Protection Working Party [13] and the US FTC [14], as well by the new EU GDPR 
(General Data Protection Regulation) [15].  

Furthermore, in addition to these guiding principles it is relevant to adhere to the security-by-
default and privacy-by-default [16] principles.  

The by-design approach treats security and/or privacy features since the design phase of the 
system and does not consider these features as an add-on, or secondary, as compared to the 
ƻǘƘŜǊ ǎȅǎǘŜƳΩǎ ŦŜŀǘǳǊŜǎΦ The by-default approach implies to set default values, or default 
configurations, that assure the highest security or privacy level for the context at hand.  

Moreover, trustworthiness is a core issue in value-added-services, Managed Data Services & 
Analytics and Digital Business Platforms (like the ones PAs are requested to deploy by the EU 
[17]). This implicates that the traditional approach to the trust and the security which makes a 
clear distinction between the internal ICT infrastructure (e.g., corporate intranet) and the 
external one (Internet), assuming that risks come from the outside, is obsolete. 

The described approach is no longer appropriate, and it will be even less considered due to the 
progressive use of wireless communication systems, cloud services, mobile and personal devices 
[18]. In addition, the evolution of organization toward extended enterprise [19] organizational 
models, further makes obsolete, and complex from a management point of view, the traditional 
approach to ICT security. The blurring of company boundaries (Borderless Enterprise [20]) 
requires new models [21] [22] for the ICT security in which individual systems and services must 
be redesigned as if they were directly operating on Internet and the information must be 
ciphered end-to-end. 

The above principles and guideline will therefore provide inputs for the design and development 
of the CITADEL architecture and services. 

2.3 Inte nded users and their roles  

This section presents consolidated use case needs (in the context of the CITADEL ICT enablers) 
as well as the users, their functions and roles per case based on D5.1 [2] and WD4.1 [3].  

2.3.1 CITADEL actors  

Based on the specifications of which actors can be engaged in the CITADEL platform activities 
(described in detail WD4.1) the following users and roles have been generalized:  

¶ PA (Public Administration): This actor is the user belonging to the public administration, 
usually the civil servant. 

¶ Citizen (or other stakeholder): This actor is the citizen, or other stakeholder (e.g. it may 
be any social actor different from the PA in Regione Puglia use case), who is using the 
services in the platform. 

¶ Platform administrator: The actor who can install services, check the status of the 
included services, etc. 

¶ Services developers: The actors representing the software developers or the services 
developers that want to include services in the CITADEL platform. 
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The actors related to the use cases are described in the D5.1 and in the next section, along with 
the use cases needs based on their descriptions. 

2.3.2 Consolidated use case needs 

This section outlines the use case specific needs in the context of CITADEL processes based on 
D5.1 [2]. 

Use Case 1: City of Antwerp 
Use case city of Antwerp - [9/¢hw ό[ƛŦŜ 9ǾŜƴǘǎ /ƛ¢ƛȊŜƴ ǇƭŀǘŦhwƳύ ǿƛƭƭ ŜȄǘŜƴŘ !ƴǘǿŜǊǇΩǎ ŘƛƎƛǘŀƭ 
ŎƛǘƛȊŜƴ ǇƭŀǘŦƻǊƳ ōȅ ŜƴŦƻǊŎƛƴƎ ΨƭƻȅŀƭǘȅΩΣ ŜƴƘŀƴŎƛƴƎ ΨŜƴǘǊȅΩ ŀƴŘ ōȅ ŀǾƻƛŘƛƴƎ ΨŜȄƛǘΩΦ !ǎ ǎǳŎƘ ƛǘ ǿƛƭƭ 
ŦƻŎǳǎ ƻƴ Ŏƛǘȅ ƻŦ !ƴǘǿŜǊǇΩǎ Ŝ-desk and will make it more citizen-centric and accessible using an 
accurate, dynamic life-ŜǾŜƴǘ ŀǇǇǊƻŀŎƘ ǿƛǘƘ ŀ ŦƻŎǳǎ ƻƴ ΨōƛǊǘƘΩ ŀǎ ŀ ƭƛŦŜ-event. The E-loket 
centralizes all the document requests, tools for appointments and administrative matters, i.e. 
the public administration's services in a 'strict' sense.  
Through the use case iterations, it becomes clear that in terms of functionalities from the 
CITADEL framework (described in WD 4.1), this use case strongly needs functionalities for Co-
creation (CC) and KPI generation (KR) and might use components for Data analysis (DA), 
Recommendations report generation (RR), Digital Maturity components (DM) and Digital Public 
Service Management (PSM). These functionalities are related to the architectural design 
components as explained in Table3. Therefore, the City of Antwerp is initially interested in the 
following CITADEL ecosystem components: Co-creation methodology supporting tool and KPI 
report generation. They might also use Digital Maturity Assessment, Intelligent discovery of 
public services and User Assessment. 
 
Use case 2: Regione Puglia 
This use case, called G.E.T. IN TOU.C.H (Growing citizens Engagement by Technology application 
IN apulian TOUrism and Cultural Heritage), wants to focus on improving the tourism product co-
creation process by making the available tools more user-ŦǊƛŜƴŘƭȅ ŀƴŘ ΨǊƛŎƘŜǊΩ ōȅ ǇǊƻǾƛŘƛƴƎΥ 

¶ A single point of entry 

¶ Feedback channels 

¶ Integrating user-generated content 

CƻǊ ǘƘƛǎ ǳǎŜ ŎŀǎŜΣ ǘƘŜ ǾŀǊƛƻǳǎ ƛǘŜǊŀǘƛƻƴǎ ǎƘƻǿŜŘ ǘƘŜ /L¢!59[ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ Ψ/ƻƭƭŜŎǘƛƴƎ ƛƴŦƻ ŦǊƻƳ 
non-ǳǎŜǊǎ ǎŜǊǾƛŎŜΩ ŀƴŘ ΨDŜƴŜǊŀǘƛƴƎ YtL ǎŜǊǾƛŎŜΩ όYwύ ŀǎ ǘƘŜ Ƴƻǎǘ ǳǎŜŦǳƭΦ ¢ƘŜǊŜŦƻǊŜΣ they are 
interested in the following components of the current architectural design: User Assessment, 
Innovation Platform and KPI report generation. 

On the basis of the remarks of the EU reviewers and the needs of the Public Administration 
of Regione Puglia, at the end of the first year of the project the focus of the use case has 
shifted towards a wider set of digital public services, also including various related aspects 
that have led use case to conform according to 3 pilot tests: 

ω ¢ƘŜ /ƛǘƛȊŜƴ LƴǾƻƭǾŜƳŜƴǘΣ ǿƛǘƘ ǘƘŜ Ŏƻ-creation of services and e-participation based on 
accessibility, security and quality of digital public services and the creation of an open data 
basket to be shared with local and national. 

ω ¢ƘŜ /ƛǾƛƭ {ŜǊǾŀƴǘ !ǿŀǊŜƴŜǎǎΣ ǎǳōƳƛǘǘƛƴƎ ǉǳŜǎǘƛƻƴƴŀƛǊŜǎ ǘƻ ǘŀǊƎŜǘŜŘ ƎǊƻǳǇǎ ƻŦ t! 
stakeholders to assess the willingness to involve citizens in the creation of services. 

ω ¢ƘŜ t! /ŀǇŀŎƛǘȅ ōǳƛƭŘƛƴƎ ǘƻ ŀǎǎŜǎǎ п ŘƛƳŜƴǎƛƻƴǎ ƻŦ ǘƘŜ tǳōƭƛŎ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΥ ƭŜƎŀƭΣ 
process, organization and people. 
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This has allowed the use case to adopt other tools and methodologies conceived within the 
CITADEL ecosystem as Innovation Platform for the Citizen Involvement, the survey on the 
willingness of the PA to collaborate with citizens as holistic approach and the DIGItal 
MATurity Assessment tool to measure the PA capacity building. A further issue deriving from 
the 3 pilot tests results above described will be considered in order to create a common 
base of knowledge to adopt the use case results in other contexts (Interoperability) through 
the CITADEL Analysis tool. 

Use case 3: VARAM 
Use casŜ ±!w!a όǿƻǊƪƛƴƎ ǘƛǘƭŜ άImproved take-up of digital services at National Citizens portal 
ƻŦ [ŀǘǾƛŀ ǿǿǿΦƭŀǘǾƛƧŀΦƭǾΦέ) ς Initially, this use case approach aimed at improving the uptake of 
services and deliver them in a person-oriented way as well as at introducing a life-event based 
approach using co-creation tools. After some iterations and considering the advance of the 
different outcomes of the CITADEL action, VARAM has updated and extended the use case, so 
that the main goals of the VARAM use case are: 

¶ Goal 1 ς Improving public service delivery channels: The goal is to improve the public 
services by improving the public services delivery channels through two CITADEL 
components ς Initial discovery of digital public services and User Assessment, VARAM 
may identify if such bundling of e-services around user characteristics (age, gender etc.) 
Ŏŀƴ ǇǊƻǾƛŘŜ ƳƻǊŜ ǇŜǊǎƻƴŀƭƛȊŜŘ ǎŜǊǾƛŎŜΣ ŀƴŘ ōȅ ǊŜŎŜƛǾƛƴƎ ŎƭƛŜƴǘΩǎ ŦŜŜŘōŀŎƪ ŀƴŘ ŀƴŀƭȅǎƛƴƎ 
it in a simpler and faster manner can make the portal more appropriate to user needs.  

¶ Goal 2 ς Changing VARAM Public Service Department internal and policy planning 
processes and staff mindset regarding citizen involvement to provide services in 
citizen-centric manner: The main activity to reach this goal is to incorporate CITADEL 
components (both technological tools and non-technological, e.g. co-creation 
methodology) in VARAM Public Service department business processes (policy and 
strategic initiatives development, including digital government solutions). This will help 
achieving better public service delivery as well as improving internal processes. 

¶ Goal 3 ς LƳǇǊƻǾƛƴƎ ƻǘƘŜǊ ƛƴǎǘƛǘǳǘƛƻƴǎΩ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ǘƻƻƭǎŜǘǎ ƻŦ ŎƛǘƛȊŜƴ ŎŜƴǘǊƛŎ 
government by disseminating CITADEL tools and methods to them .This goal entails 
providing PA civil servants involved in public service delivery with knowledge, tools and 
experience from CITADEL to increase their knowledge and change their mindset about 
citizen centric government, in particular, on how they can benefit and how co-creation 
can be realized in real life. At the end of the project, VARAM should be able to evaluate 
whether these efforts have resulted in better knowledge about open and citizen centric 
government, as well as readiness of PA servants to execute co-creation by themselves 
and shifted mindset of PA civil servants and public officials responsible for public service 
delivery in a way where involvement of stakeholders and bottom up approach is 
considered as something inalienable and executable. It should be noted that such 
evaluation can be done to some extent thanks to different measurable factors that can 
affect mindset and knowledge base where CITADEL input cannot be completely 
distinguished from other influences. 

 
Use Case 4: DUCs of Brindisi Province 

DUC stands for Distretto Urbano del Commercio (Urban Districts of Commerce). The DUC have 
been regulated by a specific Apulia Regional law (l.r. 5/2008) with the objective to enhance the 
commercial, touristic and cultural attractiveness of cities, or homogeneous urban areas, and 
favour the revival of consumption in urban centers and improve services to citizens. 
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A DUC involves economic operators, public administrations and other stakeholders acting in the 
DUC area. Each DUC, thus, must define and agree an executive plan identifying the specific 
actions, and timing, to achieve its objectives. 

In the area of the Italian province Brindisi, 6 DUCs have been formalised. 

They are using the CITADEL Innovation Platform to support the co-operation among the 
stakeholders to discuss and create their executive plans (this is being formalised by each 
.ǊƛƴŘƛǎƛΩǎ 5¦/ ƳŀƴŀƎŜƳŜƴǘ ŎƻƳƳƛǘǘŜŜύ. The approach adopted for the executive plans 
definition envisages a set of steps managed via the CIP system. Most of these steps are based 
on questionnaires submitted, via the CIP, to the stakeholders. 

 

Figure 2. The six DUCs established in the Brindisi area 

 
Use Case 5: Municipality of Bari 

This use case is based on the implementation of a prototype of a technical solution  supporting 
the Smart Working initiative, currently under experimentation in the Bari Municipality following 
the Italian government directives to promote the Smart Work in the PAs.  
Bari Municipality has expressed its interest to experiment the innovative ICT solutions based on 
the use of DLT (Distributed Ledger Technology) and to apply them in the context of this initiative.  
Fincons has designed a solution based on DLT relying at the same time to the features provided 
by the Security Toolkit in order to ensure data protection implementing the following features: 

¶ System design compliant to the privacy-by-design e privacy-by-default guidelines 

¶ Data minimization (Serial Number, start/end time, location) 

¶ !ƴȅ όŜǾŜƴ ǇƻǘŜƴǘƛŀƭƭȅύ ǳǎŜǊΩǎ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ Řŀǘŀ ƳŀƴŀƎŜŘ Ǿƛŀ ǘƘŜ 5[¢ ƛǎ ŀƭǿŀȅǎ 
encrypted 

More specifically: 

¶ DLT transactions only contain the hash code of the encrypted data 

¶ The encrypted data are stored outside the DLT 

¶ Data subject to the erasure/rectification rights are encrypted twice: 
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o 1st encryption: data encrypted with AES and an ephemeral key (short lived 
key) 

o 2nd encryption: AES ephemeral keys encrypted with CP-ABE techniques 
 
 
In the following table, a matrix with the relationships between the CITADEL ecosystem 
architecture components and the use cases interests is shown: 

Table 3. Use cases interests with regards to CITADEL ecosystem components. 
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Use Case 1: City 
of Antwerp 

X1 X X X  X 

Use case 2: 
Regione Puglia 

 X X  X  

Use case 3: 
VARAM 

X  X X X  

Use case 4: DUCs 
of Brindisi 
Province 

  X    

Use case 5: 
Municipality of 
Bari 

     X 

 

  

                                                           
1 In bold great interest, in normal case just interest. 
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3 CITADEL Ecosystem architecture detailed design 

3.1 Intellig ent discovery of public services  

3.1.1 Main functionality  

The Intelligent Discovery of Public Services (ID) component will manage the digital public service 
ŘƛǎŎƻǾŜǊȅ ƛƴ ǘƘŜ t!ǎΦ ¢ƘŜ ŘƛǎŎƻǾŜǊȅ ƻŦ ǘƘŜ ŘƛƎƛǘŀƭ ǇǳōƭƛŎ ǎŜǊǾƛŎŜǎ ǿƛƭƭ ōŜ ŘƻƴŜ ƛƴ ŀƴ άƛƴǘŜƭƭƛƎŜƴǘέ 
way so that the discovered services will be the most suitable ones for a concrete user based on 
the information available in each moment for the citizen. 

However, as the citizen's information is sensitive, it will not be stored. Therefore, the discovery 
of the digital public services will be based on three criteria. Each criteria has been categorized 
ǿƛǘƘ ŀ ŎƻƭƻǳǊ ƭŜǾŜƭΣ ōŀǎŜŘ ƻƴ ǘƘŜ ŀǾŀƛƭŀōƛƭƛǘȅ ƻŦ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǘƘŜ ƴŜŜŘ ƻŦ ǘƘŜ ǳǎŜǊΩǎ 
consent: 

1) Information provided by the browser through which the Intelligent Discovery service is 
accessed (green level). This information is always available,  for example, the current 
time and the local language. 

2) Information stored in the browser cookies (orange level). To obtain this information the 
citizen´s consent is required. 

3) Profile form of the citizen (red level): the citizen can complete a form with personal 
information. This information will not be stored, and it will only be used to perform the 
search. Although the information it is not stored, the citizen´s consent is required. 

When the citizen logs in, the services found using the green and orange level information will be 
displayed. The citizen will have the possibility to personalize the search further by completing 
the red level information. 

In addition, to check that the services comply with the information provided in these levels, it is 
verified that they comply with the rules previously established by the administrator of the 
application. These rules are defined by the administrator of the application, who has the 
knowledge of the context of the services and the public administration. 

The corresponding functional requirements for ID component are: 

Requirement id ID.01 

Req. short title 
ID component will discover the most suitable set of services for a 
certain user once the user is logged in the system. 

Req. description 
The ID component will access the catalogue of available online services 
for user (based on the green and orange information levels), it will 
provide a sort list of recommended services. This will be 
άŀǳǘƻƳŀǘƛŎŀƭƭȅέ ǇŜǊŦƻǊƳŜŘ ŜǾŜǊȅ ǘƛƳŜ ǘƘŜ ǳǎŜǊ ƭƻƎǎ ƛƴΦ 

State Done 

Priority 
Must have  

Relate KR KR5, KR8 
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Comments  
The list of services provided depends on the level of information (as 
explained above) 

 

Requirement id ID.02 

Req. short title 
ID component will discover the most suitable services for a set of 
requirements provided by a citizen. 

Req. description 
The ID component will capture the requirements from the citizen and 
access the catalogue of available online services. It will provide a sorted 
list of recommended services which fulfil those requirements. This will 
be performed on demand (red level information). 

State Done 

Priority 
Must have  

Relate KR KR5, KR8 

Comments 
The requirements are collected based on information of the profiles. 
The data available in the profiles are : Gender, Language, Place of 
residence, Age, Marital status, Education level and Interests 

 

Requirement id ID.03 

Req. short title 
ID component will maintain a list of available services and their relevant 
information for performing the intelligent discovery. 

Req. description 
The ID component will have a registry of the services along with their 
relevant information. These services related information must be up to 
date and aligned with the PAs digital public services registry. 

State Done 

Priority 
Must have  

Relate KR KR5, KR8 

Comments 
In addition to the services, PA is allowed to create rules. These rules are 
the έƭƛƴƪέ between the characteristics of the profiles and the services. 

 

Requirement id ID.04 
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Req. short title  
ID component will maintain a profile DB with the information that the 
citizen agrees to provide. 

Req. description 
The ID component will maintain a profile DB with the information that 
the citizen agrees to provide, in order to facilitate the intelligent 
discovery. 

State Rejected 

Priority 
Must have  

Relate KR KR5, KR8 

Comments 
According to the use case owners , it was decided not to store the 
information of the citizens because they consider this as a constraint to 
use this component.  

 

For this component there is a Use case  requirement: 

Requirement id ID.UC. 01 

Req. short title 
The intelligent service discovery component should be linked with the 
catalogue of services of each PA. 

Req. description 
This component should be linked with the catalogue of services 
available or the platform that collects all the service information. These 
catalogues or platforms could include both services that are available 
also digitally, and those who are available only in person. The discovery 
criteria should be very precise so that the outcome (list of suitable 
services) corresponds to the user profile and requirements. 

Source VARAM and ANTWERP use case providers 

State Done 

Priority Must 

Comments 
The tool allows PA to endorse the service available in the PA. When 
endorsing a service, PA should characterise the service. The 
characteristics of the service could be related with the characteristics 
of the profiles through the rules.  

 

3.1.2 Structural overview  

The ID component is composed of the following sub-components: 
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¶ Digital Public Services and rules Registry: The Digital Public Services Registry will store 
the available list of Digital Public Services for a certain PA. This registry should contain 
the required information so that ID can derive the most useful services for a certain 
user/purposeΣ ǘƘŜǎŜ ǇŀǊǘ ƛǎ ŎŀƭƭŜŘ ŀǎ άǊǳƭŜǎέ  

¶ ID engine (Backend): The ID engine is the core sub-component of the ID component. ID 
engine will perform the actual discovery of the services from the Digital Public Services 
Registry, considering the rules and the information available for the citizen. In addition, 
the engine will provide a list of recommended services, based on their ratings and the 
number of times they have been searched. 

¶ ID UI (Frontend): This sub-component is the graphical user interface of the ID. It has two 
different parts: the administration interface and the citizen interface. 
In the citizen interface (integrated in the PAs portal for the citizens), the intelligent 
discovery of the services will be launched automatically (based on the selected 
characteristics of the profile, if any, and on the green and orange information levels).  
In the administration interface, the operator of the PA will be able to manage the 
services in the registry (add new services, and edit or delete existing services), manage 
some test citizen profiles, and manage the rules that relate the digital services with 
certain characteristics of a citizen's profile. That is, these rules determine what services 
are found for a certain user profile.  

In the following picture, these components and their interactions are represented: 

 

Figure 3. Internal architecture of the intelligent discovery component. 

3.1.3 Dynamic overview  

Here, the process followed by a user (citizen) when using the Intelligent discovery of public 
services component is described: 

1. The process is initiated by the user who logs him/herself into the system and access the 
tab personalized services. 

2. The ID engine receives the request from the PA backend and retrieves information on 
the one hand from the user, and on the other hand from the available services. The 
obtained information will be based on the three levels of criteria described above, and 
on several rules. These rules can be defined by the operator of the PA, accessing to the 
administration area, and associating descriptive fields of the service with descriptive 
fields of the profile. In short, the creation of rules follows the next scheme: 

IF ǇǊƻŦƛƭŜ ƛǎκƘŀǎ άCƛŜƭŘ м Ґ !Σ CƛŜƭŘ н Ґ .Χέ FIND ǎŜǊǾƛŎŜǎ ǿƛǘƘ άField м Ґ ·Σ CƛŜƭŘ н Ґ ¸Χέ 

http://www.citadel-h2020.eu/


D4.4 ς Final CITADEL Ecosystem Architecture                              Version 1.0 ς Final. Date: 31.03.2019 

Project Title: CITADEL  Contract No. GA 726755 

www.citadel-h2020.eu  Page 25 of 107 
 

3. The ID engine combines the information and provides the user with the list of most 
suitable and available services for him/her. This component also provides a set of 
recommended services. 

4. The list of services is shown in the ID UI to the user. 

The process is depicted in the following sequence diagram: 

 

Figure 4. Intelligent discovery of public services sequence diagram (for a citizen user). 

3.1.4 Interface and interaction models  

The main user of the Intelligent discovery of public services component will be the citizen. This 
component will interact with the Security Manager for the authentication of the user and with 
the PAs system to combine the information available and the data about services and rules in 
the registry. 

 

Figure 5. External interfaces of the component Intelligent discovery of digital services. 

 In the following picture, the ID UI (frontend) is presented: 
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Figure 6. ID UI, including the different levels (green, orange and red)  

3.1.5 Design implications based on the tool choice  

The Intelligent discovery of public services is a novel application implemented from scratch, so 
it will not be based in any existing tool. 

For the implementation of the backend and the frontend, JHipster framework [23] has been 
seen as the best candidate for the moment. The communication (connectors) with the PA 
system will be done through REST APIs. 

3.2 Digital Maturity Assessment  

3.2.1 Main functionality  

The Digital Maturity Assessment (DM) component will perform an assessment on the maturity 
of a Public Administration with respect to the provision of Digital Services. DM will first capture 
information mainly through online questionnaires; then, it will analyse this information; and 
finally, it will provide the result of the assessment in the form of a report including numerical 
and graphical data. 

The main functionalities of this component are: 
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 The user will login to the DM tool with the same credentials that he uses in the PA 
system using the Single sign on capabilities provided by the components of the 
Ecosystem framework. 

 A menu with the following options will be provided  
 ֙ Answer questions: introduced the questionnaire 
 ֙ Recommendations: generates the recommendations for the PA 
 ֙ Generate report: shows the report 
 ֙ Change user: shows the login window 

 The DM tool will present to the PA representative a set of questions structured in the 
following thematic dimensions 

 ֙ Organization  
 ֙ Technology 
 ֙ People 
 ֙ Legal  

 Each of these dimensions is divided into areas: 
 ֙ Organization: (a) Relationship with external agents and (b) Interaction with 

citizens 
 ֙ Technology: (a) Data Processing and (b) ICT Technologies 
 ֙ People: (a) Interaction with citizens and (b) Training to the people involved 
 ֙ Legal: (a) Standards compliance and (b) GDPR compliance. 

 Areas can, in turn, be divided into categories. Categories are only used for the area 
ΨGDPR complianceΩ in the Legal dimension which consist of a large number of questions. 
These categories are:  

 ֙ (a) Contracts; (b) Governance and DPO; (c) Record and oversight of processing 
activities; (d) Communication about processing (data processed, purpose of 
processing, legal ground); (e) Consent in the PA; (f) !ŎŎƻƳƳƻŘŀǘƛƴƎ ŎƛǘƛȊŜƴΩǎ 
rights as data subjects; (g) Data breach management; (h) DPIA and data 
protection by design and default; (i) International; and (j) Contracts. 

 The questions can have dependencies. That is, the answer of a question can affect if a 
subsequent question is presented or not, simplifying the questionnaire and making it as 
brief as possible. 

 The user can stop answering the questionnaire at any moment and resume it 
afterwards. The system will  maintain the information previously introduced (provided 
it was saved by the user). 

 The model defines a score model. Each question has assigned a relevance (High=3, 
Medium=2, Low=1) and each response has assigned a value.  The score for each question 
is the product of these two values.  

 The tool provided a total level  for the PA as well as a score for each area, reflecting 
different views of its digital maturity. 

 The results of the assessment are presented to the user using numerical and graphical 
representations for clarity. 

 A set of recommendations will be provided to the user, on how to improve the current 
maturity in the different areas evaluated. 

The corresponding functional requirements for DM component are: 

Requirement id DM.01 

Req. short title 
DM component shall compile information about the current situation 
of the PA with respect to digital maturity.  
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Req. description 
DM component will use online questionnaires to gather the required 
information for the situation of the different relevant areas of the PA 
for performing the assessment. DM will use structured questionnaires 
to get key information to evaluate the status of the PA. The questions 
posed to the PA will be organized in thematic areas covering important 
aspects of the digital maturity. 

State Done 

Priority 
Must have  

Relate KR KR1, KR8 

 

Requirement id DM.02 

Req. short title 
DM component will analyze different characteristics of the PA in order 
to assess its digital maturity.  

Req. description 
DM component will analyze the PA against the maturity digital model 
to identify its digital maturity. 

State Done 

Priority 
Must have  

Relate KR KR1, KR8 

 

Requirement id DM.03 

Req. short title 
DM component will provide the result of the assessment in the 
different relevant perspectives.  

Req. description 
DM component will provide the result of the assessment, showing the 
punctuation reached for each of the perspectives in a numeric and a 
graphical way. 

State Done 

Priority 
Must have  

Relate KR KR1, KR8 
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Requirement id DM.04 

Req. short title DM component will provide a report with the result of the assessment.  

Req. description 
DM component will provide the result of the assessment, showing the 
punctuation reached for each of the perspectives in a numeric and a 
graphical way in a report that can be downloaded. 

State Proposed 

Priority 
Must have  

Relate KR KR1, KR8 

 

Requirement id DM.05 

Req. short title 
DM component will customize the digital maturity assessment based 
on the profile of the user and the PA profile.  

Req. description 
DM component will provide customized questionnaires based on: 

1. The PA profile (national, regional, local) 
2. The user profile: based on the role of the user who access the 

Digimat the questionnaire will be customized. 

State Rejected 

Priority 
Must have  

Relate KR KR1, KR8 

Comments 
The added value of having this questionnaire customised based on 
information of the PA is not relevant for the use case owners. 

 

Requirement id DM.06 

Req. short title 
DM component will provide recommendations on how to improve the 
current maturity in the different areas evaluated  

Req. description 
DM component will provide a set of recommendations, taking into 
consideration the responses provided by the PA and the maturity level 
that the PA is characterized for that area and dimension. 

State Done 
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Priority 
Must have  

Relate KR KR1, KR8 

 

For this component the User requirements are the following: 

Requirement id DM.UC. 01 

Req. short title Questions of the DMA must be clear and concise. 

Req. description 
The assessment for digital maturity should not include vague and open 
to interpretation questions , or questions very hard to answer properly. 
It should be taken into account that PAs are often organised in a 
complex structure and not all digital services are managed in the same 
way. 

Source ANTWERP, Regione Puglia and VARAM use case providers 

State Done 

Priority Must 

Comments 
Several interactions of testing of the questions have been done with 
the use cases providers to identify the unclear questions.  

 

Requirement id DM.UC.02 

Req. short title Results must include comprehensive explanation of the evaluation. 

Req. description 
End-users from different PAs with different levels of Digital Maturity 
might use this service, so comprehensive explanation of the result of 
its evaluations should be provided with emphasis on problematic areas 
as well as, the explanation of the methodology and the questions used 
in evaluation should be available to user. 

Source VARAM 

State Done 

Priority Must 

Comments 
A report with the recommendations and the answers provided to all 
the questions is presented to the PA.  

This tool has not the objective to benchmark different PAs. 
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Requirement id DM.UC. 03 

Req. short title 
Recommendations for legislation awareness could include 
comprehensive view on EU legislation. 

Req. description 
Recommendation in the Legal dimension should contain clear steps to 
understand the EU Legislation and the matches with the national ones 

Source VARAM 

State Done 

Priority Could 

Comments  
Timelex has elaborated the legal dimension. It is desirable that the 
recommendations will be related with the CITADEL Vademecum 

 

Requirement id DM.UC. 04 

Req. short title 
The recommendations regarding legal aspects could consider the 
Italian and Latvian laws 

Req. description 
Recommendations in the Legal dimension could consider laws from the 
countries of the use cases 

Source VARAM and Regione Puglia use cases providers 

State Rejected 

Priority Could 

Comments 
Only European laws are considered. This aspect is identified as future 
work. 

 

3.2.2 Structural overview  

The DM is a Web application that provides questionnaires. The DM component is composed of 
the following sub-components: 

¶ DM Logic: This sub-component is where the logic of the DM Assessment is implemented. 
This component: 

o Sets the questionnaire, organizing the questions by thematic areas and 
categories, which have been previously defined in the tool. 

o Analyses the responses provided by the PAs, and calculates the obtained 
scores based on the established logic rules. 
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¶ DM Rules engine: This sub-component, implements the logic of the recommendation 
database and selects and issues a set of specific recommendations based on the 
analysis of the answers. 

¶ DM UI: This sub-component is the graphical user interface of the DM, where the 
interaction with the users of the component happens. On the one hand, the UI will 
provide the input interface to the PAs, where they can read the questionnaire and 
introduce the corresponding responses. On the other hand, it will provide the output 
interface for the PAs, where they can check the results of the DM assessment.  

¶ DM Database: This is the data access component of the DM tool. It provides an interface 
for accessing the MySQL database. 

¶ DM Report generator: This component contains the structures of the input 
(questionnaires) and output (reports) models used from the component. It is also 
envisaged that the sub-component is served by an external report designer/generator. 

These sub-components and their interactions are represented in the following picture: 

 

Figure 7. Internal architecture of the Digital Maturity Assessment component. 

3.2.2.1 Data base model 

The following picture represents the final data base model of DIGIMAT, that includes the tables 
related to the recommendation functionality.  
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Figure 8. DIGIMAT data base model 

This is a description of each table: 

¶ Dimension: This table contains the 4 dimensions defined (Technology, Organization, People, 
Legal) plus an extra value for Context questions. 

¶ Area: This table contains the data of the 8 areas in which dimensions split. Each dimension 
is composed by two areas (see section 3.2.1) 

¶ Category: This table contains the data of the categories,  a further sub-division of areas (used 
in the Legal dimension to structure its large number of questions). 

¶ User: This table contains the data of the users signed up will in DIGIMAT. 

¶ Question: This table contains the data of all the questions of every category. 

¶ Qtype: This table contains the 3 different question types defined for DIGIMAT (text, combo, 
multiple). 

¶ Optionval: This table contains the different options of each question of type combo or 
multiple selection. 

¶ Answer: In this table are stored all the answers to the questionnaire for each user. 

¶ Recommendation: This table contains all the recommendations that can be potentially 
issued to the PAs 

¶ Rule: contains the rules that relate the answers given by a user with the recommendations 
issued to him/her. 

¶ RuleType: This table contains the the rules types defined. 
 

3.2.3 Dynamic overview  

The Digital Maturity Assessment process is described in the following steps: 

1. When requested by the PA, the DM Logic component constructs the online questionnaire 
to be shown. It is supposed that the user is already logged in the system through the 
authentication component. 
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1.1. It queries the DM Database component to extract the actual questions, and its 
organization by areas and sub-areas. 

1.2. It sends the information to the DM UI, which presents the questionnaire to the PA. 
2. After logged PA user has entered its responses and saved the questionnaire, the UI sends 

the information -that characterizes the situation of the relevant areas of the PA- by the DM 
Logic component, that stores them in the database. 

3. The DM Logic compares the PA information with the maturity digital model to identify its 
maturity level. 
3.1. It uses the Rules Engine component to calculate the scores of the different areas and 

the global score. 
4. The DM Logic sends the information to the DM UI, which is in charge of the presentation of 

the results to the user. 
4.1. The DM UI component makes use of the Report Generator to generate a complete view 

of the results, according to the predefined templates.  
5. The DM UI shows the results to the user, in the computer screen by default and in a printed 

report format if desired. 

The process is depicted in the following sequence diagram: 

 

Figure 9. Digital Maturity Assessment sequence diagram. 

3.2.4 Interface and interaction models  

The principal user of the DM Assessment component will be the PA user. The PA user is who 
triggers the request to assess ǘƘŜ t!Ωǎ digital maturity level. For the authentication of such user, 
the component will interact with the Security Manager. 
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Figure 10. External interfaces of the component Digital Maturity Assessment 

The UI of the current version of the DM has been already developed, based in the workflow 
explained in the previous sections. Being the DM a web-based tool, only a browser is needed to 
use it.  We present here examples of the main windows.  

After the login, the user is presented a window with the main options of the tool.  

 

 

Figure 11. UI for the DM: main menu 

When the user accesses to the questions, the four dimensions in which the questionnaire is 
organized are presented as menu-tabs. For clarity purposes, each tab has a different color. These 
colors are maintained as main references while the user navigates inside a specific dimension, 
through the different areas, questions, etc. In the next picture, the initial view of a dimension. 
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Figure 12. ¦L ŦƻǊ ǘƘŜ 5aΥ ǾƛŜǿ ƻŦ ǘƘŜ άhǊƎŀƴƛȊŀǘƛƻƴέ ŘƛƳŜƴǎƛƻn  

Inside each area, a list of multiple-choice questions are presented. The user can also save the 
answers or cancel to go back to the previous window.   

 

Figure 13. ¦L ŦƻǊ ǘƘŜ 5aΥ ǉǳŜǎǘƛƻƴǎ ƛƴ ǘƘŜ άLƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ŎƛǘƛȊŜƴέ ŀrea 

The recommendations page will show a list of recommendations based on the answer given by 
the user and on the level of maturity finally obtained. The recommendations will be grouped by 
areas. 
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Figure 14. UI for the DM: questioƴǎ ƛƴ ǘƘŜ άLƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ŎƛǘƛȊŜƴέ ŀǊŜŀ 

 

3.2.5 Design implications based on the tool choice  

The Digital Maturity Assessment will be a novel application implemented from scratch but some 
of the sub-components will be based on existing tools. 

The user interface is developed in HTML5. So, the user needs a Web browser to access this client 
properly. The communication (connectors) with other components will be done through REST 
APIs. 

The information relative to questions, responses and recommendations are maintained in a 
MySQL database, along with metadata like the scores, relations and the internal logic of the 
recommendation system. 

For the generation of reports, the BIRT [24] platform is used. BIRT is an open source technology 
platform which allows creating data visualizations and reports that can be embedded into rich 
client or web applications. 

The rest of the technological stack used by the DM Assessment is listed in the following table: 

Table 4. DIGIMAT technological stack. 

Item Value 

Programming Language Java, Javascript, JSP, HTML 

IDE/ Development Tools Eclipse 

http://www.citadel-h2020.eu/































































































































