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Executive Summary

The objective of thiseport is to providethe final version of the CITADELasystem taking as

basis the use cases descriptions and the requiremgmtshe tools and servicedeveloped as

part of the CITADEL Ecosysteam well as the initidnd intermediateversiors of the CITADEL
ecosystem architecture described\WD 4.1,D4.3and WD4.2 CITADEL Ecosystedeveloped

in the context of WP4CT Enablers to transform, compisshe CITADEL services implemented

(KR2, KR4, KR5, KR6 and KR7) and their integration in the CITADEL ecosystem (KR8). This
platform, along with other resulte'om the other work packages, will be validated in the case
studies defined in WP5.

This document includethe main functional components dhe CITADEL Ecosystem generic
architecture. Based othe descriptionof the processs[1], the functional and noffunctional
requirements and thelescription of the use casee updated versions of thdetailed design
for each of the components of the CITADEL Ecosystem is peesanthis deliverable. This
detailed design oeersaspects such amain functionalities, dynamic and structural design and
interfaces for each component.

The main results dhis document consist athe generic architecture of the CITADEL Ecosystem
and the detailed design of each component of thishétecture.

The conclusionshiained from this documenserved asa starting point for thefinal CITADEL
Ecosystem prototype

Project Title: CITADEL (o) R Contract NoGA 726755
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1 Introduction

This deliverable contains the architectural design for i@ ADEL Ecosystemthitecture We
focus onthree main dements of the ecosystem

9 Actors that maybe either individuals or organizations. Depending on their activities in
the ecosystem, they can have different roles.

1 Components thamayeither implementservices built on théop of the platform or act
asplatforms/frameworksto supportservices

1 The ability of the platform to incorporate different elements and the interaction and
interoperability of the elements asharacteristics of the platform.

The first parof the documeniprovides an overview of the beptactices and guidelines tirive
throughout the prototype implementation of the architecture described in the document. This
includes the description of the design method, architecture standards, design patterns for
servicetomponentoriented architectures as well asprivacyby desigr oriented approaches.
Based on the requirementefinition, consolidated summaries of the use case neesisvell as
actors and their roles in the context of the CITADEL ecosystem are included. The second part of
the deliverdle provides the detailed architectaland technical profiles of each component and
describes, by specific tool choices, hakese componentssupport the CITADEL defined
processes In this part main functionalities, structural and behavioural views, ifaee and
interaction models for each component are presented using architectural models. This part also
details on the technical specifications such as supported programming languages, input/output
aspects, dependencies, support for deployment platformvep services, etc. The technical
profiles of the componentand relatedtool will serve as guidelines throughout the integration
analysis process and allow advancing in setting up the prototype environment.

Based on the architectural specifications of leacomponent the general ecosystem
architecture is derived to guide the CITADEL ecosystem prototype implementation phase.

1.1 About this deliverable

Task43eni AGf SR &/ L¢!1 59 SO2aeaidSY I NOKAGSOG dzNB €
and FINCONS S.Pidefinition and further finetuning the CITADEL platform design. This task

also includesthe requiremens analysis based on the refined use cases describethen
deliverableD5.1 [2], the componens and took choice desribed inthe working deliverable
WDA4.1[3] and D4.34], the generic processeand functionalitiesdescribed both inWD4.1[3]
andD4.2[5].

This document details how th@nsortium partners reflected on thdesignandfine-tunes the
different descriptions of the proposed ecosystem architecture. This delineation antlfingy
were based on the chosen components that support the definedpegesses, as well as the
four use cases, which in turn will provide data to feed activities and tasks in retfaéed WPs

1.2 Document structure

This document is structured as follows. After a concise description of our approach taken (best
practices, desig patterns,modellinglanguagedescribed in section 2)2section 3describes, for

each subsystem of the CITADEL ecosysthendetailed architectural aspectsasedon the
design implication®f the chosen components and tootkescribed inWD4.1[3] and D4.34].

After iterative refinement of detasland implications per each individual componeastwell as

tool selected for its implementation arkky processupported a generic architectural desig

was derived (section 2Jhis document ends with a short summary and conclusion.
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2 CITADEL Ecosystem generic architecture

2.1 CITADEL Ecosystem genericarchitecture

The main objective of the CITADEL ecosystem is to provide the tools and services required to

fulfil the functional and notfunctional requirements defined in WD 43] and extended in D4.1

[6] and D4.3[4]. Thesetools and services will support the CITADELAppIOK 06 a dzy RSNA G Y F
GNF yaFT2NIONBEFYIB d@2 GNI YyaF2NYEO D

The initialset of functional and noffunctional requirements of the CITADEL ecosystem was
defined in WD 4.5nd extended in D4.1For that purpose, the first step was to identify the set
of processes that a useould performwhile using a tool or a service in the CITADEL ecosystem.
Then,the main functionalities needed to support thdentified processes were derived (along
with their requirements)The CITADEL ecosystanmd relatedprocessesnd functionalities are
described in WD4.[3], D4.2[5] andD4.3[4].

After some discussins and information gatheringdm the use casethe components for the
CITAEL ecosystem were defined:

A Intelligent discovery of public services: This component will personalieepublic
services search basea the available information of the citizens.

A Digital Maturity AssessmenD(GIMAT: This component wilissess the digit maturity
of a PAs based oa Digital Maturity Assessmenteal model, defined in WP2. This
component will provide to the PA the result of the assessment and a set of
recommendations to improve its digital maturity.

A Cocreation methodology supporting tod: This component will support the
personalization of the CITADEL-areation methodology and the guidance through it,
based on the specificities of the PA (local, regional, and national) and its needs.

A KPI report generatiorifhe KPI report generation cqonentwill provide the following
functionalities:

A Harvesting, curation and fusion of different data sourtesn which create the
relevant KPI trends and reports with respect to the usage of the public digital
services.

A Creation and visualization of thelevant KPI trends and generation of the
corresponding reports.

A User assessmeifRanking +NLP): This component pitivide the PA the functimality
of getting dza S &Eessmenfor a certain digital service. This component will also
support the analysisfathe opinions on the users of the digital servidbsough, for
example the processing of positive/negative comments in social media.

A CITADEL Innovation Platform. This platform is a toolgbpports the management of
some themes proposed by Public Adimstrations througha cocreation process,
providing a virtual space whereghe social actors (such d&As, citizens and NGO
organizationycan collaborate proposing ideas, commenting and discussing other ideas,
expressing their appreciation for ideadn the next phase the ideas are related to
solution proposals processed by business players (such as SMEs and Academia) and
discussed among all stakeholders system.
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A Security Management:this component will provide the access management
mechanisms for the esystem (and the components and tools) as well as
anonymization, encryption andther security functionalities to preserve sensitive data
in the ecosystem.

On the basis of the considerations listed above, tmenponentsincluded in theCITADEL
ecosystemfrom an architectural point of vieyean be classified fo two different categories

1 Components to be integrated in the PAs systdorange inFigurel): being the main
user of these components the citizen instead of thesefvants their Ulsneedsto be
integratedinto the PA oHdine system that willuse their back endsThese components
are thelntelligent discovery of public servicasd the Userassessmenfcomposed of
User assessment and user rating)

1 Standalone components thavill be used by the PAand in the case of Gareation
methodology also by the citizerfblue inFigurel). These components ar@IGIMAT
KPI report generation, Security Manageme@it-creation methodology supporting tool
and CIP

The CITADEL Ecosystem, besides the ICT enablers mentioned above, is composed to a set of
componentsthat implement/simulate an environment like the one that will be present in the
administrations. These components are group as CITADEL Ecosystem franaawiopkovide

the following functionalities:

1 Specification of the infrastructure required to compile (if required) and run the ICT
enablers and the components of the ecosystem framework

Integrated access domain and port

Secured communication through SSttitieate

Directory services for central authentication and authorization

Monitoring capabilities of the running services

Single sign on capabilities

= =4 -4 —a -9

Figure 1 shows all the components accessible through the CITADEL Ecosystem and the
components that composes the CITADEL Ecosystem Framework.
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CITADEL Ecosystem

E <<component>> <<component>>
Ecosystem Framework ICT Enablers
g <<component>> <<component>> <<compaonent>>
$s0 User Assessment Q User Rating

Ej <<component>>
Directory Services <<component>> <<component>>

g Intelligent Discovery Security Management

E <<component>>
Agregation portal
<<component>> <<component>>
8] KPI Generation 8] DIGIMAT
<<component>>
Routing/balancing
<<component>>
a <<component>> o-creation Supported
E <<component>> cip methodology
monitoring

Figurel. CITADEL ecosystems generic architecture component diagram.

The followingtablesreport the relationship between these CITADEL ecosystem components
with the processes and the functionalities.

Tablel. Processes vs. components

Processes/C
omponents

Process 1 X X
Digovery of the
public services

Process 2: Collec X X
information  from
NonUsers

Process 3: Analys X X X X X
the information (Big
Data Analysis)

Process 4. Generat X X X X
recommendations
for  transforming
public services

Process 5: Gemate X X
KPI Reports
Project Title: CITADEL (CD) ev-zn__| Contract NOGA 726755
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Process 6: Provid
Feedback from
Users (Assessment
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Process 7: Cc
create Digital publig
services.

Functionalities
/Components

Security
Management

Table2. Functionalities vs. components

Recommendations
report generation

Digital maturity
assessment

Digital Publig
service
management

Legislation
management

Data Analysis

KPI report
generation

CITADEL
management
console

Cocreation

Data bases

X

X X X

ul

X

X X X
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Functionalities
/Components

Business models | X X X X X X

2.2 Design patterns and best practic es

CITADEL design patterns and best practices wwssiderboth the overall objectives of the
project, as well as its operational procedures.

Indeed, the overall objective mandate for design patterns that maximise the reusability and
integrability of CITBEL software&components andninimize the effort to use and maintain
them. At the same time, CITADEL has adopted the DevOgSordmuous IntegratiorfCl),
approach as an operational procedufg]. Therefore, the adoption ofhe Service Oriented
Architecture (SOAparadigmin designing and developing the CITADEL software components is
the way, as detailed below, to, respectively, maximise and minimize the indicated elements.

Service Oriented Architecture (SOA) is an architattpproach based on orchestrating loosely
coupled, coarsgyrained, and autonomous components (services). Each service is characterised
by having a weltlefined interface (often formalised in a service specification, for example in
WSDL), well defined endmts through which its services can be accessed, and input and output
messages. An enrgbint is theoretically a Universal Resource Identifier (URI) and often a URL.
Messages, instead, can have different forms, spanning from HTTP methods (e.g., GETq POST),
SOAP messages, JMS ones, or even SMTP emails.

Designing SOA complaint systems is not an easy task, having to face not only issues related to

0KS FdzyQGAz2ylFtAGASE G2 0SS AYLIX SYSYGdSRI aSNIBAOS
availability,accountability, scalability, etdhe use of patterns (best practices) and antipatterns

(lessons learnedis recommended to help face these issues while designing SOA compliant

systems To thispurpose CITADEL will take into acco@®A patternas indicged in literature

[718].

In the CITADEL ecosystaiso stakeholders not directly related to the PA are important with a
particular reference to the citizens.

For this reasonCITADEL has to be albefoster the provision of services on devices and
software tools that are widely used by its stakeholders. This requirement implies that CITADEL
has not only to comply with the S@@idelines buhas to provide its functionalities using HTTP
protocol andweb technologies. Therefore, CITADEL has to comply with RESTful SOA guidelines
[9] [10] exposing its functionalities as REST resources identified via URIS/URLs and exchanging
data using suitable medigpes (typically structuring the data using JSON syntax).

The DevOps approach suggests the adoptionmicoservice based development approach.

The nicroservicesarchitectureA & | { h! o6F SR | LILINRPI OK 6KSNB &aeéal
by minimal independent services, each running in its own process and communicating via
lightweight mechanisms. This development approach makes possible to better streamline the
development and deployment activities, and improves, on the production side, the use of
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resources and system scalability, in particuiicombined with containerization technologies
[11].

At last, but nonsecondary, element to take in account is the security and privacy management.
The CITADEL ecosystem has to not onlgaga information whose reliability and availability
constitute critical aspects, but algbe confidential or personal informatioby the CITADEL
components design that must consider the securityby-design and privacyby-design [12]
guidelines. These guidelines are also strongly recommended by regulatory entities like the EU
Article 29 Data Protection Working Paffy8] and the US FT[@4], as well by the new EU GDPR
(Genenrl Data Protection Regulatioff)5].

Furthermore, m addition to these guiding principles it is relevant to adhere todbeurityby-
defaultand privacyby-default[16] principles.

The ly-designapproachtreats security and/or privacy features since the design phase of the
system anddoesnot considerthese features as an aduh, or secondary, as compared to the
20 KSNJ &e ai Srehpdefduld apprazdhBrli®s to set default values, or default
configurations, that assure the highest security or privacy level for the context at hand.

Moreover, tustworthiness is a core issue in valaddedservices, Managed Data Services &
Analytics and Digital Business Platforms (like the ones PAs are redjtesteployby the EU
[17]). This implicateshat the traditional approach to the trust and the security whitlakes a
clear distinction between the internal ICT infrastructure (e.g., corporate intranet) and the
external one (lternet), assuming that risks come from the outside, is obsolete.

The describedapproach is no longer appropriate, and it will be even tesssidered due tahe
progressive use of wireless communication systems, cloud services, mobile and personal devices
[18]. In addition, the evolution of organization towaexktended enterprisgl9] organizational
models, further makes obsolete, and complex from a management point of view, the traditional
approach tolCT security. The blurring of company boundariBsrderless Enterprisg0])
requires new modelf21] [22] for the ICT security in which individual systems and servicess m

be redesignedas if they were directly operating on Internet and the information must be
cipheredend-to-end.

The above principles and guideline will therefprevide inputs fothe design and development
of the CITADEL architecture and services.

2.3 Inte nded users and their roles

This section presents consolidated use case n¢edbhe context of the CITADEL ICT enablers)
as well as the users, their functions and roles per case bas&d.anf2] andwbD4.1[3].

2.3.1 CITADELactors

Based on the specifications ohigh actors care engagel in the CITADEL platformctivities
(described in detalWvD4.] the following users and roles have been generalized:

1 PA (Public Administration)This actor is theserbelonging tahe public administration,
usually the civil servant.

1 Citizen(or other stakeholder) This actor is the citizewr other stakeholder(e.g. it may
be anysocial actor different from the Pt Regione Puglia use casejo is using the
senices in the platform.

9 Platform administrator. The actor who can install services, check the status of the
included services, etc.

1 Services developersTte actors representing the software developems the services
developers that want to include servicesthe CITADEL platform.
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Theactors related to thaise casesare described in th®5.1 and in thaéext sectionalong with
the use cases needs based on their descriptions.

2.3.2 Consolidated use case needs

This section outlines the use case specific needs ircdngext of CITADEL processes based
D5.1[2].

Use Case LCity of Antwerp

Usecasecityof Antwesf 9/ ¢hw O[AFS 9@SyiGa /Ac¢Al Sy LXFGFhw
OAGAT Sy LI I GF2NY o0& SYFNEIA yIIy RVERER | H GRAORA y53/ KW &/
F20dza 2y ORA (deskard will nfaliedt 3tk IdtiZare@ric and accessible using an

accurate, dynamic it @Sy i I LILINR I OK 6 A (K LeverfTi@dEdket2y Wo A NJ
centralizes all the doument requests, tools for appointments and administrative matters, i.e.

the public administration's services in a 'strict' sense.

Through the use casierations, it becomes clear that in terms offunctionalities from the

CITADEL framewo(Kescribed inV/D 4.1) this use casstrongly needdunctionalitiesfor Co

creation (CC) and KPI generation (KR) and might use components for Data analysis (DA),
Recommendations report generation (RR), Diditaturity components (DM) and DigitBiiblic

Service Minagemat (PSM).Thesefunctionalities are related to the architectural design

components as explained in Tabl&herefore, the City of Antwerp is initially interested in the

following CITADEL ecosystem componentsci€ation mehodology supporting tool and KPI

report generation. They might also ugsgital Maturity Assessment, Intelligent discovery of

public services and User Assessment.

Use case 2Regione Puglia

This use case, called G.E.T. IN TOU.C.H (Growing citizens Engagement by Technology application
INapulian TOUrism and Cultural Heritageants tofocus on improving the tourism product-co

creation procesby making the available tools more usEBNA Sy Rf & | yR WNA OKSNID 6

1 A single point of entry

1 Feedback channels

1 Integrating usegenerated catent
C2NJ GKAA dzaS OFrasSsz (GKS @FNAR2dza AGSNI GA2ya aK2g¢
nondzi SNB &aSNBAOSQ YR WDSYSNIGAYy3 Ytthey &S NIDAOSQ
interested in the following components of the current aitelstural design: User Assessment
Innovation Platformand KPI report generation.

On the basis of theemarksof the EU reviewers and the needstbé& Public Administration

of RegiondPuglia, at the end of the first year of the project the focus of the ecese has
shifted towards a wider set of digital public services, also including various related aspects
that have led use case to conform according to 3 pilot tests:

w ¢KS [/ AGAT Sy Ly @redtiont 8s&vcdszandgedrticipation fased @2
accessibility, security and quality of digital public services and the creation of an open data
basket to be shared with local and national.

w ¢KS [/ AQDAf {SNBIyld !¢l NBySaasz adoYAlGadAy3I |
stakeholders to assess the wiliimess to involve citizens in the creation of services.

w ¢KS t! /LI OAGeE odAfRAY3I G2 laasSaa n RAYS
process, organization and people.
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This has allowed the use caseatoptother tools and methodologies conceivedin the
CITADEL ecosystem as Innovation PlatfornthierCitizen hvolvement,the survey orthe
willingness of the PA to collaborate with citizens as holistic approach and the DIGltal
MATurity Assessment tool to measure the PA capacity buildifigrther issuederivingfrom

the 3 pilot tests results above describedill be consideredn orderto create a common
base of knowledge to adopt the use case results in other contexts (Interoperathititygh

the CITADEL Analysis tool.

Use case 3VARAM

UsecaS +! w! a 0 ¢ ampdpved/takeuf df diditsd serdrices at National Citizens portal

2F [ GOAl Femtidll, thid Ga @se qfpPaelinaed at improving the uptake of
services and deliver them in a personented way as well aat introdudng a life-event based
approach using coreation tools.After some iterations and considering the advance of the
different outcomes of the CITADEL action, VARAM has updated and extended the use case, so
that the main goals of the VARAM use case are:

1 Gaal 1¢ Improving public service delivery channel§he goal is to improve the public
services by improving the public services delivery channels through two CITADEL
componentsg Initial discovery of digital public services and User Assessment, VARAM
may icentify if such bundling of-services around user characteristics (age, gender etc.)
OFy LINBZGARS Y2NB LISNE2YlIf ATl SR aSNBAOS: | yR
it in a simpler and faster manner can make the portal more appropriate to usersneed

1 Goal 2¢ Changing VARAM Public Service Department internal and policy planning
processes and staff mindset regarding citizen involvement to provide services in
citizen-centric manner:The main activity to reach this goal is to incorporate CITADEL
compments (both technological s and norechnological, e.g.co-creation
methodology) in VARAM Public Service deparnibusiness processes (policy and
strategic initiatives development, inclugjrdigital government solutions). This will help
achievingoetter publicservice delivery as well as improving internal processes.

f Goal 3¢LYLINRB@GAY3I 20GKSNJ AyadAalddziaAzyaqQ (yz2¢fSR3
government by disseminating CITADEL tools and methods to th&his goal entails
providing PA civil servaminvolved in public service delivery with knowledge, tools and
experience from CITADEL to increase their knowledge and change their mindset about
citizen centric government, in particular, on how they can benefit and hcereation
can be realized in reéife. At the end of the project, VARAM should be able to evaluate
whether these efforts have resulted in better knowledge about open and citizen centric
government, as well as readiness of PA servants to executesation by themselves
and shifted mindet of PA civil servants and public officials responsible for public service
delivery in a way where involvement of stakeholders and bottom up approach is
considered as something inalienable and executable. It should be noted that such
evaluation can be dte to some extent thanks to different measurable factors that can
affect mindset and knowledge base where CITADEL input cannot be completely
distinguished from other influences.

Use Casd: DUCs of Brindisi Province

DUC stands fdbistretto Urbano del Comercio(Urban Districts of Commercé)he DUC have
been regulated by a specific Apulia Regional law (l.r. 5/2008) with the objective to enhance the
commercial, touristic and cultural attractiveness of cities, or homogeneous urban areas, and
favour the rewal of consumption in urban centers and improve services to citizens
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A DUC involves economic operators, public administrations and other stakeholders acting in the
DUC areaEach DUCthus, must define and agree an executive plan identifying the specific
actions, and timing, to achieve its objectives

In thearea of the Italian provincBrindisj 6 DUCs have been formalised

They are using the CITADELnhnovation Platformto support the ceoperation among the
stakeholders to discuss and create their exe@itplans (this is being formalised by each

NAYRAAAQA 5!/ YLI.yTheddppfdach ladogdedl Yor thé @xBcbtive plans
definition envisages a set of steps managed via the CIP sylstest of these steps are based
on questionnaires submitted, via th@lP, to the stakeholders

CASTRUM
MEDIANUM

Brindisi ,LE'- DA Mesagne

San Vito dei Normanni

BRUNDISIUM

Ostuni
+
Carovigno
CITTA DEGLI TRRRSS
NEGRAMARO .
IMPERIALI Cellino San Marco
; +
Francavilla Fontana .
San Donaci

Figure2. The six DUCs established in the Brindisi area

Use Casé: Municipality of Bari

This use case is based on the implementation of a prototype of a technical sosutjggoring
the Smart Workig initiative, currently under experimentation in the Bari Municipafityowing
the Italian government directive® promote the Smart Work in the PAs.
Bari Municipality has expressed its interest to experimtéetinnovative ICT solutions based on
the use of DLT (Distributed Ledger Technology) and to apply them in the context of this initiative.
Fincons has designed a solution based on DLT relying at the same time to the features provided
by the Security Toolkit in order to ensure data protection impdatng the followingreatures
1 System design compliant to the privalsy-design e privacpy-default guidelines
1 Data minimization (Serial Number, start/end time, location)
T 'ye 6S@Sy LRISydArfteov dzaSNRa ARSYUGATFTAOFGA
encrypted
More specifically:
1 DLT transactions only contain the hash code of the encrypted data
1 The encrypted data are stored outside the DLT
1 Data subject to the erasure/rectification rights are encrypted twice:
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0 1st encryption: data encrypted with AES and aheaperal key(short lived

key)
o0 2nd encryption: AES ephemeral keys encrypted wittABE techniques

In the following table, a matrix with the relationships between the CITADEL ecosystem
architecture components and these cases interests is shown:

Table3. Use cases interests with regards to CITADEL ecosystem components

Use Case 1: Cil X X X X X
of Antwerp

Use case 2 X X X

Regione Puglia

Use case 3 X X X X

VARAM

Use case 4: DUC X

of Brindisi

Province

Use case 5 X
Municipality of

Bari

1In bold great interest, in normal case just interest.
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3 CITADEL Ecosystem architecture detailed design
3.1 Intellig ent discovery of public services

3.1.1 Main functionality

The Intelligent Discovery of Public Services (ID) component will manage the digital public service
RAAO0O20SNE Ay (KS t!ad ¢KS RAAO0O20SNE 2F (GKS RA3
way so that the discovered services will be the most suitable ones for a concrete user based on

the information available in each moment for the citizen.

However, as the citizen's information is sensitive, it will not be stored. Therefore, the discovery

of the digital public services will be based on three criteEactcriteria has been categorized

GAGK | O2f2dzNJ t S@St > o6FaASR 2y GKS I QL At oAt Al
consent

1) Information provided by the browsdghrough which the Inteljent Discovery service is
accessedgreen level) This information is always availabl&r example, the current
time and thelocal language

2) Information stored irthe browsercookies (orange levelJo obtain this information the
citizen’s consent is reired.

3) Profile form of the citizen (red level): the citizen can complete a form with personal
information. This information will not be stored, and it will only be used to perform the
search Although the information it is not stored, the citizen’s consentequired.

When the citizertogs in the services foundsing the green and orange level informatiwitl be
displayed.The citizerwill have the possibility tpersonalizehe search further by completing
the red level information.

In addition to ched that the services comply with the information provided in these levels, it is
verified that they comply withthe rules previously established by the administrator of the
application These rulesare defined by the administrator of the application, whoshthe
knowledge of the context of the services and the public administration.

The corresponding functional requirements for ID component are:

ID.01

ID component will discover the most suitable set of services f
certainuser once the user is logged in the system.

The ID component will access the catalogue of available online se
for user pased on thegreen and orange information levels), it w
provide a sort list of recommended services. This| vk
GFdzi2YFGAOFEf&8¢ LISNF2NYSR S@S

Done

Must have

KR5KR8
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The list of services provided depends on the level of informatior]
explained above)

ID.02

ID @mponent will discover the most suitable services for a se
requirements provided by a citizen.

The ID component will capture the requirements from the citizen
access the catalogue of available online services. It will provideeals
list of recommended services which fulfil those requirements. Thig
be performed on demand (red level information).

Done

Must have

KR5KR8

The requirements are collected based on information of the prof
The data available in the profilesire : Gender LanguagePlace of
residence Age Marital status Education leveand Interests

ID.03

ID component will maintain a list of available services and their rele|
information for performing the intelligent discovery.

The ID component will have a registry of the services along with
relevant information. These services related information must be u
date and aligned with the PAs digital public seFsitegistry.

Done

Must have

KR5KR8

In addition tothe services, PA is allowed to create rules. These rule
the ¢ f Abgtiveenthe characteristics of the profiles and the service

ID.04
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ID component will maintain a profile DB with the information that {
citizen agrees to provide.

ThelD component will maintain a profile DB with the information tf
the citizen agrees to provigein order to facilitate the irglligent
discovery.

Rejected

Must have

KR5KR8

According to the use case owserit was decided not to store th
information of the citizens because they consider this as a constrai
use this component.

For this component there is a Usase requirement:

ID.UC. 01

The intelligent service discovery componshbuld be linked with the
catalogue of services of each PA.

This component should be linked with thetalague of service
available or the platform that collects all the service information. Th
catalogues or platforms could include both services that are avai
also digitally, and those who are available only in person. The disc
criteria shouldbe very precise so that the outcome (list of suita
services) corresponds to the user profile and requirements.

VARAMand ANTWERRBse casegroviders

Done

Must

The tool allows PA to endorse the service available in theVPhen
endorsing a service, PA should characterise the service.
characteristics of the service could be relhigith the characteristics
of the profiles through the rules.

3.1.2 Structural overview
The ID component is composed of the following-somporents:
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1

Digital Public Servicesd rulesRegistry The Digital Public Services Registry will store
the available list of Digital Public Services for a certain PA. This registry should contain
the required information so that ID can derive the most useful/iises for a certain
user/purpos& G KSAS LI NI A& OFftftSR & GNHzA Sace
ID engingBackenyt The ID engine is the core sabmponent of the ID component. ID
engine will perform the actual discovery of the services from the Digital Public Services
Registryconsidering therules and the information available for the citizén addition,

the engine will provide a list of recommended services, based on their ratimyshe
number of times they have been searched

ID Ul(Frontend: This sulcomponent is the gnahical user interface of the It.has two
different parts: the administration interface and the citizen interface.

In the citizen interfaceirftegrated in the PAs portal for the citizenshe intelligent
discovery of the services will be launched autoraty (based on theselected
characteristics of therofile, if any, and on the green and orange information levels).

In the administration interface, the operator of the PA will be able to manage the
services in the registry (add new services, and editadete existing services), manage
some test citizen profiles, and manage the rullkat relate the digital services with
certain characteristics of a citizen's profilhat is, these rules determine what services
are foundfor a certain user profile

In the followingpicture,these components and their interactions are represented:

Intelligent discovery connector

«Ccomponents
= ] Intelligent disccovery

C Authentication

O scomponents N _ =component»
= 11D engine (Backend) =11D Ul {Frontend)

™ A

b r
Y

«COMponents
= | Digital Public Services and rules Registry

Figure3. Internal architecture of the intelligent discovery component.

3.1.3 Dynamic overview

Here, the process followed by a uggitizen)when usingthe Intelligent discovery of public
services component is described:

1.

2.

The process is initiated by the user who logs him/herself into the system and access the
tab personalized services.

The ID engine receives the requesinfr the PA backend and retrievedammation on

the one hand from the user, and on the other hand from the available servites.
obtained information will be based on the three &% of criteria described above, and

on severalules.These rules can be defined by the operator of the d&&gssing to the
administration areaand associating descriptive fields of the service with descriptive
fields of the profileIn short, the creation of rules follows thextscheme

Pl

IFLINP FAf SASERKIAT &FINDACSINSIA PO Bieldvrs K.(XK = & €4 St
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3. The ID engine combines the information and provides the user with the list of most
suitable and available services for him/h@iis componenialso provides &et of
recommended services

4. The list of services is shown in the ID Uhi® user.

The process is depicted in the following sequence diagram:

E'] sdl: Inteligent discovery )

‘ C' :ID Ul (Frontend) ‘ ‘ C' :ID engine (Backend) ‘ ‘ C' :Digital Public Services and rule...
|

B, Request to discovery of personalised services

B, Request info about service available

Yy

B Provide info about available services

_______1____________1r

%, Combine the available information ta obtain the list of personalised services

L

-

B List of personalised services

Figured4. Intelligent discovery of public services sequence diagifama citizen user)

3.1.4 Interface and interaction models

The main user of the Intelligent d»eery of public services component will be the citizen. This
component will interact with the Security Manager for the authentication of the user and with
the PAs systerto combine the information available artle dataabout services and rulea

the registry.

Intelligent discovery connector

Authentication

— () «components
«components - = «component» = >
2] Securi'::y Manager = JIntelligent discovery of digital public services T )-- e < 1 PA system

—(O >

Anonymization connector

Figureb. External interfaces of the component Intelligent discovery of digital services

In the following picture, the ID Wirontend)is presented:

Project Title: CITADEL (o) R Contract NoGA 726755
www.citadel-h2020.eu Page25 of 107



http://www.citadel-h2020.eu/

D4.4¢ Final CITADEL Ecosystem Architecture Version 10 ¢ Final. Date31.03.2019

Discover Public Services

Data from cookie Found 27 services
No data found
s ot
# Edit cookie Nature outings Procedures of City Hall
( Matching : Available now ) ( Matching : Local language )
( Matching : Available now )
Gender Language
seves o
v v
Public employment Infringements and sanctions
Marital status Age
. . ( Matching : Local language ) ( Matching : Local language )
( Matching : Available now ) ( Matching : Available now )
Education level
v
Place of residence
Complaints and suggestions Walk in the forest
( Matching : Local language )] ( Matching : Local language )]
Interests _ _
( Matching : Available now ) ( Matching : Available now )
Culture
Nature
= Service 0012 Service 0014
Sport
Citizen attention Pet registration
( Matching : Local language ) ( Matching : Local language )
( Matching : Available now ) ( Matching : Available now )
Top rated services
‘ - Service 0002
Services whose rating is greater
than or equal to 4.5 stars. Nature outings % % Kk
‘ seves s
Most searched services based on
hefdafinedlilss Nature outings Sport activities

Figure6. ID U] including the different lesls (green, orange and red)

3.1.5 Design implications based on the tool choice

The Intelligent discovery of public serviéea novel application implemented frostratch,so
it will not be based in any existing tool.

For the implementation of the backend arnlde frontend, JHipster frameworj23] has been
seen as the best candidate for the moment. The communication (connectors) with the PA
system will be done through REST APIs.

3.2 Digital Maturity Assessment

3.2.1 Main functionality

The Digial Maturity Assessment (DM) component will perform an assessment on the maturity
of aPublic Administrationvith respect to the provision of Digital Services. DM fivlt capture
information mainly through online questionnaireghen, it willanalyse tis information and
finally, it willprovide the result of the assessmenttire form of a report including numerical
andgraphicaldata

The main functionalities of this component are:
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The user will login to the DM tool with the same credentials that kesuin the PA
system using the Single sign on capabilitiggrovided by the components of the
Ecosystem framework.

A menu with the following options will be provided

* Answer questions: introduced the questionnaire
Recommendations: generates the recommendas for the PA
Generate report: shows the report
Change user: shows the login window

The DMtool will present to the PA representative set of questionstructured in the
following thematicdimensions

" Organization
Technology
People
Legal

Each of theseithensions is divided intareas

" Organization:(a) Relationship with external agentnd (b) Interaction with
citizens
Technology(a) Data Processing ar(}) ICT Technologies
People:(a) Interaction with citizens and (b) Training to the people involved
Legal:(a) Standards compliance and (BPPRompliance.

Areas can, in turn, be dividedt categories Categories are only used for the area
WDPR complian€in the Legal dimensiowhichconsist of a large number of questions.
These categories are:

" (a)Gontracts (b) Governance and DPQ)Record and oversight of processing
activities (d) Communication about processing (data processed, purpose of
processing, legal groundje) Consent in the PAf)! OO02YY2RIF GAy 3 OAGA
rights as data subjects(g) Data breach management(h) DPIA and data
protection by design and defaulfi) International and (j)Contracts

The questions can have dependencies. That is, the answer of a questiaffesaif a
subsequent question is presented or peimplifying thequestionnaire and making it as
brief as possible.
The user can stop answering the questionnaire at amyment and resume it
afterwards. The system will maintain the information previously introduced (provided
it was saved by the user).
The model defines score modelEach question has assigned a relevafidigh=3,
Medium=2, Low=13nd each response has assigned a value. The score for each question
is the product of these two values.
The tool provideda total level for the PAas well as a score for daarea, reflecting
different views of itdigital maturity.
The results of the assessment are presented to the user using numerical and graphical
representations for clarity.
A set of recommendations will be provided to the usar,how to improve the cuant
maturity in the different areas evaluated.

The corresponding functional requirements for DM component are:

DM.01

DM componentshall compile information about the current situatig
of the PA with respect to digital maiity.
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DM component wiluseonline questionnaires to gather the requirg
information for the situation of thalifferent relevant areas of the P
for performing the assessmeriDM willusestructured questionnaires
to get key informationd evaluate the status of thBA The questions
posed to thePAwill beorganized in thematic areas covering importe
aspects of thaligital maturity.

Done

Must have

KRL, KR8

DM.02

DM componenwill analyze different characteristics of the PA in or
to assess its digital maturity.

DM component wilanalyze thePAagainst the maturity digital mode
to identify its digital maturity.

Done

Must have

KR1, KR8

DM.03

DM componentwill provide the result of the assessment in t
different relevant perspectives.

DM component will provide the result of the assessment, showing
punctuation reached foeach of the perspectives in a humeric an
graphical way.

Done

Must have

KR1, KR8
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DM.04

DM componentill provide a report with the result of the assessme

DM componentwill provide the result of the assessment, showing
punctuation reached for each of the perspectives in a numeric a
graphical way in a report that can be downloaded.

Proposed

Must have

KR1, KR8

DM.05

DM componentwill customize the digital maturity assessment bag
on the profile of the user and the PA profile.

DM component will provide customized questionnaires based on:

1. The PA profile (national, regional, local)
2. Theuser profile:based on the role of the user who access
Digimat the questionnaire will be customized.

Rejected

Must have

KR1, KR8

The added value of having this questionnaire customised base
information of thePA is not relevant for the use case owners.

DM.06

DM componentwill provide recommendations on how to improve t
current maturity in the different areas evaluated

DM component will provide a set of remmendations, taking intq
consideration the responses provided by the PA and the maturity
that the PA is characterized for that area and dimension.

Done
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Must have

KR1, KR8

For this componenthe User requirements are éfollowing

DM.UC. 01

Questions of the DMA must be clear and concise.

The assessment for digital maturity should not includgue and oper
to interpretationquestions , or questions very hard to answewgerly.
It should be taken into account that PAs avften organised in g
complexstructureand not alldigital services are managed the same
way.

ANTWERRMRegione PugliandVARAMuse caseroviders

Done

Must

Severalinteractionsof testing of the questions have been done w
the use caseprovidersto identify the unclearquestions.

DM.UC.02

Results must include comprehensive explanation of the evaluatior

Endusers from different PAs with different levels of Digital Matur
might use this service, so comprehensive explanation of the resy
its evaluations should be provided with emphasis on problematic &
as well asthe explanation othe methodology andhe questions usec
in evaluation should be available to user.

VARAM

Done

Must

A report with the recommendations and the answers provided tg
the questions is presented to the PA.

This tool has not the objective to belnmark different PAs.
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DM.UC. 03

Recommendations for legislation awareness could incl
comprehensive view on EU legislation.

Recommendation in the Legal dimension should contain clear ste
understard the EU Legislation and the matches with the national d

VARAM

Done

Could

Timelex has elaborated the legal dimension. It is desirable that
recommendations will beelatedwith the CITADEL Vademecum

DM.UC. 04

The recommendations regarding legal aspects could considerf
Italian and Latvian laws

Recommendations in the Legal dimension could consider laws fror]
countries of the use cases

VARAMandRegionePugliause cases providers

Rejected

Could

Only European laws awmnsidered This aspect is identified as futu
work.

3.2.2 Structural overview

The DM is a Web application that provides questionnaifée DM component is composed
the following subcomponents:

1 DM Logic This sukcomponentis where the logic of the DM Assessment is implemented.
This component:
0 Sets the questionnaire, organizing the questions by thematic areas and
categories, which have been previously definechia tool.
0 Analyses the responses provided by the PAs,caficllates the obtained
scores based on the established logic rules
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1 DM Rulessngine Thissub-component implements the logic of the recommendation
databaseandselectsand issues a set of specifeacommendations based on the
analysis of the answers

9 DM Ut This sukcomponent is the graphical user interface of the DM, where the
interaction with the users of the component happens. On the baed, the Ul will
provide the input interface to théPAs, vinere they can read the questionnaire and
introduce the corresponding responsesn e otherhand, it will provide the output
interface for the Rs, where they can check the results of the DM assessment.

i DM DatabaseThis is the data access componentta DM tool. It provides an interface
for accessing the MyS@hatabase.

1 DM Report generator. This component contains the structures of the input
(questionnaires)and output (reports) models used fromthe component It is also
envisaged thathe subcomponert is served byn external report designer/generator.

Thesesub-components and their interactions are represented in the following picture:

«component»
=] Digimat
Authentication
« t
«components | _ _ _~ «component» | _ | component
= JRules engine = Z1DM rules =< Z71DM logic <---_____O

-7 T
S |
L v

«component» - -= «component» | «component» «component»

=] Report generator <1DM report =]DM UI =71 DM database

Figure?. Internal architecture of the Digital Maturity Assessment component.

3.2.2.1 Data base model

The following picture represents tHmal data base model of DIGIMAfhat includes the tables
related to the recommendation functionality.
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position user area e y category
~ idPosition /7 iduser |idArea / idCategory
name - companyname name name
- contactname » ') Dimension_idDimension porpouse
login £ Area_idArea
password ¥ maxscore
» descripion
address
question » answer ). optionval telephone L4
- « X - email N
- idQuestion / idAnswer ./ idOption fax
code textA value web -/ idDimension
text £ Question_idQuestion text numberemployee name
weight |User_iduser | Question_idQuestion | = otherinitiatives
conditional £ Option_idOption initatives
inkedquestioncode 0 |Position_idPosition » softwaredesc
conditionvalue
9 Qtype_idQtype
0 Category_idCategory
L4 " recommendation m : rue Justee d  ndetype
abpe ) idrecommendation 7 idnde  idruetype
7 idQtype text £ ruetype_idruletype name
name | question_idQuestion O recommendation_idrecommendation
) area_idArea 42 option_idoption
£ position_idposition
ordernum
userrecomm
.~ iduserrecomm
© user_iduser
£ recommendation_idrecommendation

Figure8. DIGIMAT data base model
This is alescriptionof each table:

1 DimensionThis table contains the 4 dimensions defined (Technology, Organization, People,
Legal) plus an extra value for Context questions.

1 Area: This table contains the data of the 8 areas in which dimensionsEsath. dimension
is composed by two areas (see iea 3.2.1)

1 Category: This table contains the data of the categordsirthersub-division of areagused

in the Legal dimension to structure its large number of questions)

User: This table contains the data of the users signed up will in DIGIMAT.

Quetdion: This table contains the data of all the questions of every category.

Qtype: This table contains the 3 different question types defined for DIGIMAT (text, combo,

multiple).

I Optionval: This table contains the different options of each question of tgubo o

multiple selection.

Answer: In this table are stored all the answers to the questionnairedohuser.

Recommendation This table contains all the recommendations that can be potentially

issued to the PAs

1 Rule: contains the rules that relate tlamswers given by a user with the recommendations
issued to hinher.

1 RuleType: This table contains the the rules types defined.

= =4 A

= =

3.2.3 Dynamic overview
The Digital Maturity Assessmepitocesss described in the followingteps
1. When requestedyy the PA, the DMLogic component construgthe online questionnaire

to be shown.lt is supposed that the user is already logged in the system through the
authentication component.
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1.1. It queriesthe DM Database component to extract the actual questions, and its
organization ly areas and suhreas.
1.2. It sends the information to the DM UI, which presgtiite questionnaire to thd?A
2. After loggedPAuserhasenteredits responses andavedthe questionnaire, the Ul sesd
the information-that characterizeshe situation of the relgant areas of the RPAy the DM
Logic component, that stosthem in the database.
3. The DM Logicomparesthe PA informatiorwith the maturity digital model to identify its
maturity level.
3.1. It uses the Rules Engine component to calculate the scores offfleeedit areas and
the global score.
4. The DM Logisendsthe information to the DM Ul, which is in charge of the presentation of
the results to the user.
4.1. The DM Ul componemhakes use ahe Report Generator to generate a complete view
of the results, accoridgto the predefined templates.
5. The DM Ushows the results to the user, in the computer screen by default and in a printed
report format if desired.

The process is depicted in the following sequence diagram:

] sd: Digital Maturity Assessment )

DM U | | 5 DM logic

| ' DM database | | 5 oM report | | 5 DM rules
1 ] 1
1@. Assessment request])

I
: L3 Getque;tion;!i
I

|

I

: 8 Questions()
I

I

8 Showquestionnairep
I
%, Enter responses()|

B Apply rules()

e
_@; Results()

@, Show results()
Q Generate report()

USRI 0. SRR

I . SR N

|
|
|
|
|
|
|
|
|
|

) 8 Show assessment repdrt()

Figure9. DigitalMaturity Assessment sequence diagram.

3.2.4 Interface and interaction models

The principal user of the DM Assessment component will be the PA user. The PA user is who
triggers the request to assetéisk S  digitalnaturity levelFor the authentication of suchser,
the component will interact with th&curity Manager.
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Authentication

«components hgsanone _Oi «component»

= ] Digimat = | Security Manager

FigurelO. External interfaces of the component Digital Maturity Assessment

The Ul of tle current versionof the DM has beemlreadydeveloped based in tle workflow
explained in the previous sections. Being the DM avabed tool, only a browser is needed to
use it. We present here examples of the main windows.

After the login, the user is presented a window with the main optiornheftool.

Q@ AN

CITADEL / | .

mpowering Citizens to Transform turopean Public Administrations

(V) Answer Questions

Change User

<

Figurell. Ul for the DM: main menu

When the user accessés the questions the fourdimensiors in which the questionnaire is
organized are presented as metabs. For clarity purposes, each tab has a different coloese

colors are maintainedas nain referencesvhile the user navigatemside a specific dimension,
through the differentareas questions etc. In the next picture, the initial view of a dimension.
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@

-
CITADEL
Y

mpowering Citizens to Transform European Public Administrations

Organization

Go to questions... o

[v] Back to Menu

Figurel2.! L F2NJ (4KS 5aY @AS¢g 2dF GKS ahNBIFYAT I Az

Inside each area, a list of multiptdoice questions are presented. The user can also save the
answers or cancel to go back to the previous window.

o

-
CITADEL

PURPOSE:
Understand the involvement of the Citizens in the definition of the public policies and services.

ICPRO1. Does PA implement any approach to facilitate the citizens to participate in decision-making processes?
Yes v

NiA

Yes

ICRP04. Does the PA provide any ICT support for facilitating the e-participation?

| WA v
[v] Save Answers
[x) Cancel

Figure1l3.! L F2NJ (KS 5ayY ljdzSaiArizya ~ed (GKS aLyGSNI OG

The recommendations page will show a list of recommendations based on the answer given by
the user and on the level of maturity finally obtaindthe recommendations will be grouped by
areas.
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Figurel4. Ul forthe DM: questgy & Ay (GKS aLYyGSNI OQGAz2zy 6A0GK

3.2.5 Design implications based on the tool choice

The Digital Maturity Assessmeutll be a novel application implemented from scratch but some
of the subcomponents will be based on existing tools.

The user interdce is developed in HTMLS0,the user needs a Web browser to access this client
properly. The communication (connectors) with other components will be ddmeughREST
APIs.

The information relative to questions, responses and recommendations are rmadtén a
MySQL database, along with metadata like the scores, relations and the internal logic of the
recommendation system.

For the generation of reports, the BIRZR] platform is used. BIRT is apen sourcdgechnology
platform which allows creatindata visualizationand reports that can be embedded into rich
client orweb applications

Therest ofthe technological stacksed bythe DM Assessmelis listed in thefollowing table
Table4. DIGIMATechnological stack

Programming Language | JavaJavascriptJSPHTML

IDE/ Development Tools | Eclipse
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